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BAN MO TA NOI DUNG CO BAN CUA SANG KIEN

Tén Sang kién:
TAN CONG TU CHOI DICH VU DDoS
(DDoS: Distributed Denial of Service)

Tac gia:
Churc vu:
Don vi cong tac:

1. Thuc trang:

Theo théng ké tir Trung tdm Giam sat an toan khong gian mang qudc gia thudc
Cuc An toan Thong tin, tir gita ndm 2018 dén hét quy 1/2019, sé luong tan cong
mang Van con tiép dién, tuy nhién co6 phan giam hon nhiéu so véi dinh diém nam
2016 (cac hacker da chon va tan cong 1am tic nghén hé théng server tai san bay Tan
Son Nhat, Noi Bai). Trong s6 nhiing cudc tan cong do, cach thirc ma hacker thuong
st dung 13 tdn cong tir chéi dich vu (DDoS: Distributed Denial of Service).

Tan cong tir chdi dich vu 1a sy ¢b gang c6 chu dich rd rang cua mot ngudi hay
nhiéu nguoi véi muc dich 1am gian doan, hodc 1am cho hé thong(dich vu tir may chu)
d6 cham di mot cach dang ké vai nguoi dung binh thudng, bang cach 1am qua tai tai
nguyén ctia hé thong.

Qua thuc té gan day, ky thuat nay ciing dua vao giang day trong mon k¥ thuat
hack cho cac khoa nhung chi mang tinh chat gi6i thiéu 1a chu yéu, chua di vao chiéu
sdu ctia van de.

Qua bai sang klen kinh nghiém nay, t6i mudn trinh bay mot s6 chi tiét vé ky thuat
nay dé sinh vién tiép can mot cach truc quan nham trang bi kién thirc ciing nhu cach
thirc ma hacker da 1am dé tir d6 ung dung vao thuc té trong cong tac bao mat nham
giam nhitng rai ro & muac thap nhat co thé.

2. Noi dung sang kién:
Sang kieén bao gom 03 dé muc véi cac dac diém sau:
o Noi dung la cac cong viéc thiét thuc va can thict trong thuec te.
o Co bai gial mau d¢ HS-SV tham khao
o Co Video huéng dan 1am mau.
o Cac yéu cua moi dé muc déu bam sat cac ndi dung sau:
1. Trinh bay khéi niém vé DDoS
2. Phuong thirc hoat dong tir chdi dich vu trong DDoS
3. Cac loai tan cong DDoS phd bién

3.1. Tén cong 16p tng dung



3.2. Tén cong giao thirc

3.3. Tén cong Volumetric
4. Giégi thieu mot sé hé thong ma hacker st dung dé tan cong tir chéi dich vu.
5. Thuyc hién qua trinh nam budc tin cong tir chdi dich vy

3. Hiéu qua mang lai:

Sang kién kinh nghiém (SKKN) duoc thir nghiém tir nam hoc 2018-2019 ddi
Véi cac 1op 17C1-ANM, 18C2-QTM, 19C2-QTM va 18T4-ANM theo hinh thic két
hop 1y thuyét véi thuc nghiém tai 16p.

Sau khi ap dung SKKN, sinh vién cam thay hao htng va c6 htng tha véi mon
hoc, cac em hiéu va nim bat mén hoc c6 tinh chiéu sau hon. Bac biét, nhitng gi dat
dugc do chinh cic em trai nghiém tai 16p da tiép thém sy yéu thich ctia mén hoc ky
thuat hack .

Sang kién kinh nghiém ciing nham bé sung thém vao kho kién thirc 1am ngudn
tu liéu cho cac sinh vién, dic biét gitp cho cac giang co6 ngudn tai liéu tham khao .

Cac giang vién c6 thé dung SKKN nhu bai bai tap 16n hay dé tai cia mén hoc
dé giao cho HS-SV.

< Két qua ap dung SKKN trén mot sé 16p 2018-2019:

Tylexép | Tylexép | Tylexép | Tylexép | Ty lé xép
STT Lop gioi loai kha B loai TB | loai kém
yéu
1 | 17C1-ANM 2 10 3 0
2 | 18C2-QTM 8 16 20 0

Panh gia pham vi anh hwéng cia Sang kién:

Chi ¢6 hiéu qua trong pham vi Pon vi ap dung.

O Pa dugc chuyén giao, nhan rong viéc ap dung ra pham vi s, nganh theo
chang cir dinh kém.

O Pa phuc vu rong rii ngudi dan trén dia ban Thanh phd, hodc di dugc chuyén
giao, nhan réng viéc ap dung trén dia ban Thanh phd theo ching ct dinh
kém.

O P3 phuc vu rong rii ngudi dan tai Viét Nam, hodc da duoc chuyén giao,
nhan rong Vviéc ap dung tai nhiéu tinh, thanh theo chitng ¢t dinh kém.

Bo phan/Pon vi ap dung  Thanh phé Ho Chi Minh, ngay 23 thang 12 nam 2019
Nguoi viét sang kién






